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SRXZFRAL=%y FT—UNEL Lo =I[RADH A

T r—iavERTE. vl av# FRLEEA—YEXRT

OFFICE365-CREATE-CONVERSATION

# of 123456 Bandwidth: 12.3GB
Sessions:

Category: Infrastructure Risk Level: s

Characierisiics: Capable of Tunneling

OFFICE365-CREATE-CONVERSATIO [l [¢] SR VAT ¢

User Name Bandwidth # of Sessions

Takezawa 12.3GB 123456
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74T ZPC SRX_ DNS External prox
* S1 (Client session) .97 —ZIEIPheader®ESH]AT ¢ proxy o
SYN Packet ‘ x§1t520)ﬁ5ﬁ§'} L—9%
SRC IP = Client IP
DST IP = External Proxy s
SYN-ACK '-_-

SRC IP = External Proxy
DST IP = Client IP

“Host"28 LT
HTTP Connect TL—HORET T haE15]

SRC IP = Client IP

DST IP = External Proxy HRT T DFE

CONNECT office365.com:443 DNSTHRIRRERHEL T

HTTP/1.1 Y—REaxy2avERITS

Host: office365.com . L

e 52 (Proxy session)

SYN Packet
SRC IP = Client IP
DST IP = 0365

SYN-ACK
SRC IP = 0365
DST IP = Client IP

‘ CONNECT OK
Client Hello »
LY Client Hello » ®
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SYN Packet
SRC IP i

SYN-ACK
SRC IP = External Proxy
DST IP = Client IP

HTTP Connect

SRC IP = Client IP

DST IP = External Proxy
CONNECT juniper.net:443
HTTP/1.1

Host: juniper.net

CONNECT OK

Client Hello

“Host"28 LT
TL—HORET T ) h &S5
HET TV THWNEE
Pass through mode&LTEIYES %

SYN Packet
SRC IP = Client IP
DST IP = External proxy

SYN-ACK
SRC IP = External proxy
DST IP = Client IP

HTTP Connect SRC IP = Client IP DST IP = External Proxy
CONNECT juniper.net:443 HTTP/1.1 Host: juniper.net

DNS External proxy
®
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HTTPS(SSL) M@ETEL 7V EAELE(URL) EA—HLEOS H AT AT ENTTRE,

Web Filtering Events @

Summary View Detail View

wrce Port Destination Country Destination |P
370 = Singapore 111.221.25.254
368 = Singapore 111.221.25.238
367 EE United States 40.96.3.210
364 EE United States 40.77.228.92
363 ™= Singapore 111.221.20.254

Destination Port

443

443

443

443

443

1—H4%

User Name

katagiri
katagiri
katagiri
katagiri

katagiri

TR %

URL

v10.vortex-win.data. microsoft.com
array305-prod.do.dsp.mp.microsoft.com
ouflook.office.com

watson.telemetry. microsoft.com

v10.vortex-win.data.microsoft.com
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A—HRHET TV r—avaEHICRELHIH

“Q,'¢ t

lYAI—IOO 1

# of Sessions: 1372 Bandwidth: 252.50 MB

# of blocks: D Risk Level: N
Categery: Web

Characteristics: unknown

Top & Users

O 1 seon | O Q0S T
)

Misgana 7313 MB 343

—----‘ .
Ol | —) 5 — 77 T
O Frank 7313 MB 243
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signature s1 member m01 context ssl-server-name
signature s1 member m01 patterr{ ".*\juniper.net*"l
signature s1 member m01 direction client-to-server

HTTP-PROXY
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TI)r—La B CSLAZ E & L TR IBZEIMICER I HAPPQOE
BUTETI)r—arMSLAIZERLE-EES  RIBELTETS

sLA

Packet loss (%) 5%
Jitter (ms) 100 ms
300 ms

E’T—‘)E oH—N

>  AppDEIEREIK
» SLAICERLIZIGE DEERK

© 2019 Juniper Networks Juniper Public JUﬂIPer ‘ 28

NNNNNNNN



FIUr— 3 VB TSLAZEE L TRIBZEMICEE I HAAPPQOE

SLAZE =

SLA Profiles List

SLA-Based Steering Profiles @ winanaiean

(e ] QY i

Name Traffic Type Profile Packet Loss (%) Jitter (ms) RTT (ms) Created By
] C50-Sec INTERNET 5% 100 ms 300 ms System
D CSO-Email PREMIUM-INTERNET 5% 100 ms 300 ms System
[l CSO-Productive PREMIUM-INTERNET 5% 100 ms 300 ms System
[l CSO-FileShare INTERNET 5% 100 ms 300 ms System
|:| CSO-AV VOICE-VIDEO 1% 30 ms 150 ms System
© 2019 Juniper Networks Juniper Public _JUDNBVQI‘ ‘ 29
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ZETHBEEICROTD

.
S D_WAN PO I Icy @ Watch and Learn Last update approximately 18 days ago by admin Total Intents 5 Undeployed 5
Q V-
D NAME SOURCE APPLICATION TRAFFIC STEERING PROFILE
o System-2 SITE All Sites APPS CSO-Collaboration... SLA CSO-Email
(] >  system-1 SITE All Sites APPS (CSO-Collaboration... SLA CSO-AV
O o> System-4 SITE All Sites APPS (CSO-File-Share SLA CSO-FileShare
L0 > system3 SITE  All Sites APPS CSO-Productivity SLA CSO-Productive
[l » systems SITE  All Sites APPS CSO-Security sLA  C50-Sec
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TR Y] Y E 2 B

o e
Uncoln
Phoenix
NewYork(PRIMARY)

v Lincoln

GREO(WAN_O/WAN_0)
(M8)

0.2
GRE_IPSECO(WAN_1/WAN... o
(Bytes)

0\

SLAs Not Met

Tuesday, Jul 24, 2018 18:23:33 to Jul 24, 18:23.44
Duration Oh Om 11s
Rtt 125.315ms (Targst 100ms

19:00 19:15 19:30 19:45 20.00

18: JTM;

20:15

M=

Links
CGRE_IPSECO(WAN_1/WAN_3)

Destination GRE_IPSECO(WAN_O/WAN_2)

Legend \

~N

J

ROV EAR

WAN1ID Y ZI1ZIERZ 0021 E RN TUVEL

Switch Event

Tuesday, Jul 24, 2018 18:23:44
Link Switch

" 3

=
ﬂ

NewYorgPRIMARY)

1845 1900 1915

» N
GREO(WAN_O/WAN_0)
m8)

L B

200

GREIPSECOWAN_L/WAN... 100
- y 3

o

1930 1945 2000 20015 \ 2030

Legere

%

SLAER DT=OWANIMNSWAN2IZYIY &z TEIEZRLA
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SLAE RIS F R 5 THEFRRT AE

Monitor / Link Switch Events APAC_TECH_FEST | &= 5 OA 7
SD-WAN Events @

Time Range (Jun 26, 2019, From 5:33:38 PM to 7:33:38 PM, UTC +07:00 WIB) 2h 4h Bh 16h 24h Custom
F

17:30 17:45 18:00 18:15 18:30

18:45 19:00 19:15
Last Updated Jun 26, 2019, 7:33:38 PM, UTC +07:00 WIB
[l ¥ SLA Violation Time Link Switch Time Site Connected.. SLAPro.. Reason Apps Departments  Source Tun..  Destination... Duration(s...
[l Jun 26, 2019, 7:24:48 ... Jun 26,2015, 7:25.... CPE-WSRX3 JNPR-HK-HU...  100ms Link Switch ~ SSLMICROS...  Engineering GRE_IPSECO{... GRE_IPSECO{.. 262
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https://www.youtube.com/playlist?list=PLGvolzhkU gR34Kxk Oh50NMtHXdDPEwk

© 2019 Juniper Networks Jumiperpublic . JuniPel ‘


https://www.youtube.com/playlist?list=PLGvolzhkU_gR34Kxk_Qh5ONMtHXdDPEwk

JUNIPER NETWORKSHMRIET 57 T r— 3 U Hl{H

o AIRIELIZFS D00 % [ F100%FMEHATES,
* ProxyIRIETHH>THLIL—IT7OrDV) 21—V EREATES,
- PEHRDIRE. HIZAIXProxyb—/\DTF7RLRESRXIZER T H. LEDERIIFE

o FIVT—23 % BTV A FvE1—HRITERT HENTES
o 4000fEFELLEH AT TV — a3V TEELTULVELEED
A—HEITEMNIZERZLTHIET A EMNTRE

o T —132a bO— LIEZSRXEARINEE T HHEE,
FD1-6.SD-WANaA FO—S5—[EHLETAH T3,

* SD-WANZREILEWEE ., A& REICKHL Ay O—5—%&RTED
- f§5SD-WAN by Sky Enterprise, Full SD-WAN by CSO
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WRBEOBEEZREILT 5% 12y I VPN

1. WEEEEXTIAHILETIEINTEZRR

2. YA HHIREEFEASEFTAMFTIVIIC
WA T RILEBEER

3. tylalHAEEZTRSEN IV
BEVHIR

Gateway
HQ Site

X

Multiple mesh tags

KPI: Session close rate
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https://www.youtube.com/playlist?list=PLGvolzhkU gR34Kxk Oh50NMtHXdDPEwk
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